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Introduction
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Although the previous methods achieve promising results in intra-domain where the data
distributions in training set and test set are the same, the performance drops significantly when

facing the unseen domain scenario.

these methods inherited from image classification models emphasize category-level differences rather

than the essential discrepancies between real and fake images.
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Inter-Instance Contrastive Learning

Figure 1: Overview of our proposed DCL framework. Given training images, we first transform them into two different views
via the Data Views Generation module. Then the Intra-instance contrastive learning module and Inter-instance contrastive
learning module are proposed to learn general features.
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the parameters of key encoder 6 is updated via ex-
ponential moving-average strategy from query encoder pa-
rameters 6:

0 =50 +(1-8)8, (1)
Lee = ylogy + (1 —y)log(1—v), (2)
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Inter-Instance Contrastive Learning

Specifically, we maintain two feature queues: real queue
M, and fake queue My to construct the negative sample of
the corresponding query.

| :
4 |
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o— . ' : Our key idea can be derived as: the more real the fake face
| :
|
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Intra-Instance Contrastive Learning

Maximize Real similarity
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Intra-Instance Contrastive Learning

Speciﬁc_ally, given forgery image x¢;, we first generate
the pixel-level mask m; € R”*W by subtracting its corre-
sponding real image :c;z tmy = |2y — 9:;| Then we resize the
m; into the same spatial size as the feature map f,(vq(zy;))
denoted as m; € RH W’ Subsequently, we segment the
fq(vl (xfz)) into real parts P € {p?"lapTQ: ---prn} and
forgery parts Py € {pfi,ps2,...,Dfk} using m;-, where
PfPr € R and n, k denote the number of real and fake
parts thus n + &k = H "W'. Then the intra-instance con-

trastive loss for forgery features L{ntra, is calculated based
upon InfoNCE as follows:

mn
Z eé(pré :prj)/T
2,7=1

n n k ’
3 edPrisprg)/T 4 ST N e8(prioprg) /7
2,7 i=1j=1

(7

For real image z,;, since all the features belongs to real,
we expect for the self-similarity of f,(v;(z,;)) become ho-
mogeneous. Thus, the intra-instance contrastive loss for real
features can be obtained by:

Tt

inira

= —log

r o log Sum(efq(vl (.’L‘T-,_))qu (Ul(iﬂ'f.i))’T/T)= (8)

ntra —
. A
Lz’ntra — Hintra + Lintra? (9)
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Method FF++ DFD DFDC Wild Deepfake Celeb-DF
AUC EER | AUC EER AUC EER AUC EER AUC EER
Xception 99.09 3.77 | 87.86 21.04 69.80 3541 66.17 40.14 65.27 38.77
EN-b4 99.22 336 | 87.37 2199 70.12 3454 61.04 4534 6852 35.61

Face X-ray 87.40 - 85.60 - 70.00 - - - 74.20 -
MLDG 08.99 346 | 88.14 2134 7186 3444 64.12 4327 7456 30.81
F3-Net 98.10 3.58 | 86.10 26.17 7288 33.38 67.71 40.17 7121 34.03
MAT(EN-b4) | 99.27 3.35 | 87.58 21.73 67.34 3831 70.15 3653 76.65 32.83
GFF 98.36 3.85 | 85.51 25.64 7158 34777 6651 4152 7531 3248
LTW 99.17 3.32 | 88.56 20.57 7458 3381 67.12 3922 77.14 29.34
Local-relation | 99.46 3.01 | 89.24 2032 76.53 3241 68.76 37.50 78.26 29.67
Ours 99.30 3.26 | 91.66 16.63 76.71 3197 71.14 36.17 82.30 26.53

Table 1: Cross-database evaluation from FF++(HQ) to DFD, DFDC, Wild Deepfake and Celeb-DF in terms of AUC and EER.
The FF++ belongs to the intra-domain results while others represent to the unseen-domain.
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Train | Method DF F2F FS NT

EN-b4 | 99.97 7632 4624 72.72

Mhid | Hhex  EEERDE BF | fin | senr o o o
Mesﬁfgz:;ion . Sg‘gg gg‘gg Ours | 99.98 7713 61.01 75.01
—— 2010 <690 EN-b4 | 8452 9920 58.14 63.71

: - - F2F | MAT | 86.15 99.13 60.14 64.59
Xeeption 95.50 65.50 GFF | 89.23 99.10 61.30 64.77
Multi-task 76.30 54.30 Ours | 91.91 99.21 59.58 66.67
SMIL 96.80 56.30 EN-b4 | 6925 67.69 99.89 48.61
Two Branch 93.18 73.41 FS | MAT | 64.13 6639 99.67 50.10
EN-b4 96.39 71.10 GFF | 7021 68.72 99.85 4991
Multi- Attention 96.41 72.50 Ours 74.80 69.75 99.90 52.60
GFF 95.73 74.12 EN-b4 | 85.99 4886 73.05 98.25
SPSL 96.91 76.88 NT MAT | 87.23 4822 7533 98.66
Ours 96.97 81.00 GFF 88.49 4981 7431 98.77

Ours | 91.23 5213 79.31 98.97

Table 2: Cross-dataset evaluation from FF++(LQ) to deep-
fake class of FF++ and Celeb-DF in terms of AUC. Table 3: Cross-manipulation evaluation in terms of AUC.

Diagonal results indicate the intra-domain performance.
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GID-DF (HQ) GID-DF (LQ) GID-F2F (HQ) GID-F2F (LQ)
ACC AUC ACC AUC ACC AUC ACC AUC
EfficientNet | 82.40 91.11 67.60 7530 63.32 80.1 6141 67.40

Focalloss 81.33 9031 67.47 7495 60.80 79.80 61.00 67.21

Method

ForensicTransfer | 72.01 - 68.20 - 64.50 - 55.00 -

Multi-task 70.30 - 66.76 - 58.74 - 56.50 -
MLDG 84.21 9182 67.15 73.12 6346 77.10 58.12 61.70
LTW 85.60 92770 69.15 7560 6560 80.20 65.70 7240
Ours 87.70 949 7590 8382 6840 8293 67.85 75.07

Table 4: Performance on multi-source manipulation evaluation, the protocols and results are from (Sun et al. 2021). GID-DF
means traning on the other three manipulated methods of FF++ and test on deepfakes class. The same for the others.
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Inter Views Hard Intra | Celeb-DF | DFD
v 74.12 88.32

v 76.81 88.03
v v 79.34 89.24
v v 78.84 89.89
v v v 80.30 90.12
v v v v 82.30 91.66

Table 5: Ablation study on the influence of different compo-
nents. Specifically, “Inter” means inter-instance contrastive
learning module, “views” represents our special designed
data views generation strategy, “hard” indicate the hard sam-
ple generation, and “Intra” is short for the Intra-instance
contrastive learning module.
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Figure 2: Histogram of the average of self-similarity for
intra-domain dataset (FF++) and unseen domain (DFD). The
first row indicates the histogram of the baseline model (En-
b4) while the second row represents that of our DCL.
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AUC =99.22 AUC=99.30

(a) Baseline on FF++(Train) (b) Ours on FF++(Train)
AUC=174.12 AUC = 82.30
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(c) Baseline on Celeb-DF(Test) (d) Ours on Celeb-DF(Test)

(c) Fake samples with 8 > 0.7 (d) Real samples with 8 > 0.7
Figure 4: Feature distribution of baseline model (En-b4) and
DCL on the intra-domain dataset (FF++) and unseen domain

Figure 3: Visualization of the hard sample strategy with low ~ dataset (Celeb-DF) via t-SNE.

and high threshold.



